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Abstract: Facebook application may create vulnerabilities in user’s page. Identifying a set of features that help us 

to distinguish malicious apps from genial ones. Facebook Rigorous Application Evaluator can detect malicious 

apps with no false positives and a high true positives rate. Permission set is used for gathering set of features from 

user’s wall. Based upon the requesting applications facebook server access permission sets from users. Permission 

set of a particular application determines whether the selected application is genial or malicious. If the selected 

application is genial generate token for installation process otherwise skip the process and continue with another 

application. 
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I. INTRODUCTION 

In the field of networking, the area of network security consists of the provisions and policies adopted by the network 

administrator to prevent and monitor unauthorized  access, misuse, modification, or denial of the computer network and 

network-accessible resources. Network security is the authorization of access to data in a network, which is controlled by 

the network administrator. Users are assigned an ID and password that allows them access to information and programs 

within their authority. Network Security covers a variety of computer networks, both public and private that are used in 

everyday jobs conducting transactions and communications among businesses, government agencies and individuals. 

Network Security has become more important to personal computer users, organization and the military with the advent 

of the internet, security became a major concern and the history of security allows to a better understanding of the 

emergence of security technology. The internet structure itself allowed for a many security technology. The architecture 

of the internet, when modified it can reduce the possible attacks and that can be sent across the network. Knowing the 

attack methods, allows for them to appropriate security to emerge. Many of the business have security themselves from 

the internet by means of encryption mechanisms. 

Network security is the authorization of access to data in a network, which is controlled by the network administrator. 

Users are assigned an ID and password that allows them access to information and programs within their authority. 

Network Security covers a variety of computer networks, both public and private that are used in everyday jobs 

conducting transactions and communications among businesses, government agencies and individuals. 

System and network technology is great technology for a wide variety of applications. Some security process is critical to 

the networks and applications. Although, network security is a critical requirement in the emerging networks, and there is 

a segment, lack of security methods and there exists “communication gap” between the developers of security technology 

and developers of networks. Network security starts with authenticating, commonly with a username and a password. 

Since this requires just one detail authenticating the user name i.e. the password this is sometimes termed one-factor 

authentication. With two-factor authentication, something the user 'has' is also used (e.g. a security token or 'dongle', an 

ATM card, or a mobile phone)and with three-factor authentication, something the user 'is' is also used (e.g. a fingerprint 

or retinal scan). 

http://en.wikipedia.org/wiki/Policies
http://en.wikipedia.org/wiki/Network_administrator
http://en.wikipedia.org/wiki/Network_administrator
http://en.wikipedia.org/wiki/Unauthorized
http://en.wikipedia.org/wiki/Authentication
http://en.wikipedia.org/wiki/Two-factor_authentication
http://en.wikipedia.org/wiki/Security_token
http://en.wikipedia.org/wiki/ATM_card
http://en.wikipedia.org/wiki/Mobile_phone
http://en.wikipedia.org/wiki/Fingerprint
http://en.wikipedia.org/wiki/Retinal_scan
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II.     EASE OF USE 

Analyse the facebook links posted on facebook walls facebook users and showed that 10% of links posted on facebook 

walls [10] are spam. They also presented techniques to identify compromised accounts and spam campaigns. To identify 

accounts of spammers on Twitter[2], analyzed behavioural patterns among spam accounts in Twitter. Investigate risk 

signalling on the privacy intrusiveness of Facebook apps and conclude that current forms of community ratings are not 

reliable indicators of the privacy risks associated with app. Facebook’s Immune System(FIS), a scalable real-time 

adversarial learning system[9] deployed in Facebook to protect users from malicious activities. 

III.   PROPOSED SYSTEM 

To overcome the demerits in the existing system, facebook’s Rigorous Application Evaluator (FRAppE) a suite of 

efficient classification techniques[1] for identifying whether an app is malicious or not. First, identify a set of features that 

help us distinguish malicious apps from benign ones. Then divide these features into two subsets: on-demand features and 

aggregation-based features[1]. Find that malicious applications significantly differ from benign applications with respect 

to both classes of features. The on-demand features associated with an application refer to the features that one can obtain 

on demand given the application’s ID. Such metrics include app name, description, category, company, and required 

permission set. Aggregation based features are gathered by entities that monitor the posting behaviour of several 

applications across users and across time. Consider two aggregation-based features: similarity of app names, and the 

URLs posted by an application over time. Then compare these features across the malicious and benign apps. 

 

Figure 1:  Architecture of malicious app detection 

A. App Requesting:              

User adds a facebook application request to facebook server, and then adds a facebook application to her profile. Every 

app requests the user to grant it a set of permissions that it requires. Permissions include access to information in the 

user’s profile (e.g., gender, e-mail, birthday, and friend list), and permission to post on the user’s wall. User installs the 

application based on token. User details can be saved in to database of a facebook server. Based on the user details server 

generate permission set details. User selects anyone of the application from server provided list of applications.   
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B. Facebook Server: 

Facebook Server accept the app request and send permission set required by the user.1) Permission to access a subset of 

the information listed on the user’s facebook profile (e.g., the user’s e-mail ad- dress) and 2) permission to perform certain 

actions on behalf of the user (e.g., the ability to post on the user’s wall). Then it provides the details about required 

application and permission set by user. Malicious applications not only steal users valuable information (i.e., email, 

gender, age group and home town), but also provide a great means to spread  social malware on users wall to hackers. 

Gathered permission set details is sending in to application server for identification process. Facebook server send token 

for selected app from application server to user for installation purposes. 

C. Application Server: 

Give token to the application server for each user who installs the application. App id is the unique identifier for every 

application on facebook. Client ID should be identical to the app ID. A token is used to make security decisions and to 

store tamper-proof information about some system entity. While a token is generally used to represent only security 

information. Token can be generated based on the features of application. If selected app is malicious means application 

server does not generate token for installing that application. Application server performs the operation of detecting 

malicious applications. Only the benign application have token to install that application and it keep feedback of required 

app selected by user. Malicious app profiles are significantly different than benign apps. 

D. Detect Malicious App: 

Identify a set of features that help us distinguish malicious apps from benign ones. In these divide the features into two 

subsets: on-demand features and aggregation-based features. First, find to attributes present in the application’s summary 

in app description, company name, and category. Find top five permissions set is accepted or not, and Find Redirect URI 

reputation score value, verify client ID should be identical to the app ID. Based on these features values used to find the 

current user is used to malicious apps or benign apps . Users are conned into installing the application to their profile and 

granting several permissions to it. The application then not only gets access to that user’s personal information (such as 

email address, home town, and high school) but also gains the ability to post on the victim’s wall. Rank value can be 

generated using the sum of all details value provided by the selected application. Finally show rank list of the Apps. 

IV.    CONCLUSION 

The proposed system showed that malicious apps differ significantly from benign apps with respect to several features. As 

facebook is becoming the new web, hackers are expanding their territory to Online Social Networks (OSNs) and spread 

social malware. Social malware is a new kind of cyber-threat, which requires novel security approaches. Cyber-fraud is an 

immediate and expensive problem that affects people and business through identity theft, the spread of viruses, and the 

creation of botnets, all of which are interconnected manifestations of internet threat. Most interestingly, highlighted the 

emergence of app-nets-large groups of tightly connected applications that promote each other. Facebook have the 

benefit for reducing the menace of hackers on their platform. 
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